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Kaizen Solutions Group (KSG) is an IT solutions provider specializing in Emerging Technology, Cybersecurity, SDLC
Management, and IT Modernization. We develop collaborative, enduring partnerships with our federal and state S BA
clients, securing agency data and IT environments from insider and external threats through cutting-edge technology

U.S. Small Business

and deep government consulting experience. Administration
Our mission is to transform and protect our clients' data and systems from evolving cyber threats, both foreign and

domestic. Since 2016, we have ensured excellence in service delivery by investing in the talented, dedicated
employees who are the foundation of our success.

| DIFFERENTIATORS

KSG's delivery model is built on our FAST approach: Forward-looking, Agents of change, Skilled resources, and Technology-driven

solutions.

Forward-looking Agents of change

A sound strategy and tactical plan so we continuously improve A culture that drives organizational change with a nimble mindset
processes, learn, and innovate. and learning agility to solve complex problems.

Skilled resources Technology-driven

A strong base of highly-specialized experts with industry-approved Cutting-edge solutions applying 'Kaizen' principles to deliver value
certifications and best-in-class experience. from our clients' IT investments.

NAICS CODES
541511 Custom Computer Programming Services 541512 Computer Systems Design 541513 Computer Facilities Management

541518 Management Consulting 541519 Other Computer Related Services 541611 Admin & Mgmt. Consulting Services
541618 Other Management Consulting Services 541690 Technical Consulting 561110 Office Administrative Services 611420 Computer Training

CONTRACT VEHICLES & DESIGNATIONS

GSA MAS GSA MAS 8(a) Pool GSA 54151 HACS SIN GSA OASIS+ (8a) NASA SEWP VI

FAA eFAST SBA 8(a) MD MBE

2016 8(a) 7 3 5/5 100%

FOUNDED SBA CERTIFIED SDB FEDERAL & STATE ISO CERTIFICATIONS GSA HACS CATEGORIES MISSION-FOCUSED
CLIENTS DELIVERY

| TRUSTED TO PROTECT FEDERAL & STATE MISSIONS

DOI ONRR PBGC FDIC AO USC MD DolT COTA

Dept. of the State of Maryland,

Interior. Office of Pension Benefit Federal Deposit Administrative Dept. of National Central Ohio
Natural 'R Guaranty Insurance Office of the U.S. Inf p .ti Endowment for 1 it Authorit
aturalResources Corporation Corporation Courts niormation the Arts ransit Authority

Revenue Technology
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Past Performance - PWS Requirements by Client

Demonstrated delivery across federal and state cybersecurity and IT modernization engagements.

@ Full past performance @ Partial / in progress

‘ PWS Requirements DOI - ONRR PBGC FDIC AO U.S. Courts Maryland DolT “

Assessment & Authorization Support

Zictﬂzﬁ/ziimvacy Controls Assessment and . . . . .
Risk Management & External Audit Support o o [ ] () o o
IV&V, Controls Automation, and ISCM . ‘ ‘ . .
Meaningful Risk Measures and Metrics . . . . O .

s
Enterprise Common Control Management [ ) [ ) o [ ) ()

Elevate Phishing Program . . .
FISMA Program Maturity . . . .
Support for External Mandates . . . . .

I e e
Security Risk Management Support . . . . O .
POA&M Management and Trend Analysis . . . . . .

IT Contingency Planning [ ) o [ ) [ )
Special Projects & Communications Support . . . . .

‘ Policy & Planning Support

Policy / Process Development, Implementation &

Compliance . . . . .
Communication & Reporting o o o () o [ )
Supply Chain Risk Management Program . ‘ .
Cybersecurity Workforce Training . . . .

I T
Vulnerability Analysis . . . . .
Integration of IDAM / ICAM Tools . . . O
Incident Management . . . .
Penetration Testing, Red Team, Tool Development [ ) [ )

Zero Trust Strategy Development & Tools . .

Implementation

‘ CISO-COR Support

Program Management Support o o o [ ) O [ )
Strategic Cybersecurity Planning . . . .
(Sizz(;;sicunty Program / Project Management . . . . . .

e e
Security Architecture & Engineering () ) )
Security Baseline Development . .

Other SAE Support D . . .
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Core Capabilities

End-to-end cybersecurity, IT modernization, and emerging-technology services for federal and state missions.

Governance, Risk &

Compliance

e IT Policy & Process
Development

e Cybersecurity Policy &
Process Development

e Risk Management & IT
Assurance Services

e ISSO Support Services

e Continuous ATO &
Continuous Monitoring

e Automated & FISMA

O Security Operations

e Vulnerability Management
& Remediation
Penetration Testing

SIEM & SOAR
Implementation &
Operation

Network Security
Architecture & Engineering

Incident Response, Digital
Forensics & e-Discovery

O Mission Support

PMO Support Services
SDLC Management Support
- Agile, SAFe

Quality Assurance
Workforce Training
Logistics & Administrative
Support

Enterprise Service Desk
DR/ COOP

Compliance Identity & Access
Management (ICAM/IDAM)
Firewall, VPN, IDS/IPS, SD-
WAN, Wireless

Remote Access, EDR &
DevSecOps

e Assessment & Authorization

l ARTIFICIAL INTELLIGENCE

KSG helps organizations use Al securely, responsibly, and practically,
improving speed, accuracy, and visibility while maintaining strong
governance, data protection, and compliance. We move agencies from
manual, document-heavy operations to secure, intelligent, automated
workflows that strengthen cybersecurity posture and compliance

readiness.

STRONG POSITIONING
Practical Al woven into governed business and security

processes, not a standalone tool.

I CMMC CYBERSECURITY MATURITY MODEL CERTIFICATION

KSG guides defense contractors and federal suppliers through CMMC
compliance, from gap assessment to assessment readiness, helping
organizations across the Defense Industrial Base meet Level 1 and Level 2
requirements while strengthening their security posture against NIST SP 800-171
controls.

STRONG POSITIONING
Assessment-ready compliance built on real security controls, not checkbox
paperwork.

Gap Assessment NIST SP 800-171 Implementation

8 Market PI, Ste 806, Baltimore, MD 21202

SSP & POA&M Development
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[ Dpigital Transformation O Artificial Intelligence

Zero-Trust Strategy &

Al-Powered Cybersecurity

Implementation Operations
e IT Enterprise Architecture e Al for Governance, Risk &
e Cloud Migration Strategy & Compliance
Security e Agentic Al & Workflow
Automation

Kubernetes & Application
Lifecycle Management

Secure Knowledge
Management & Copilot

Cloud Access Security Broker
(CASB) Al Governance &

Responsible Al

WHAT MAKES US DIFFERENT

"We don't treat Al as a
standalone tool."

We integrate Al into secure business processes with
proper governance, access control, auditability, and
risk management, so agencies gain Al's benefits
without compromising security posture or

compliance.

WHAT MAKES US DIFFERENT

“Compliance that hardens your
environment.”
We align CMMC readiness with your existing security

operations, so meeting DoD requirements strengthens your
actual defenses, not just your documentation.

Assessment Readiness Level 1 & Level 2
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